Can SPAM be banned? 

New European laws introduced on Thursday (11/12/03) will make it a criminal offence to send e-mails or text messages without prior permission from the recipient.

Firms which continue to send junk mail will face hefty fines and could even be sued by the recipient. 

However, there are concerns that the new regulations will be unable to stem the tide of SPAM, which now accounts for more than half of all e-mail traffic. 

Many unsolicited e-mails are currently sent from outside the EU and will escape the new rules. 

Will the new laws work? Can SPAM be beaten? What other measures can be taken? Tell us what you think. 

OPINIONS

How will European laws save us from Asian SPAMMERS? Should it be banned? Yes. Can it be banned? Not a chance. This is simply political manoeuvring, it's easy to be against something nobody likes and pretend you can fix it by writing up a piece of paper.

To simply ban SPAM will be almost impossible because it comes over the net from everywhere. However if we join efforts and simply let the companies know that if their SPAM reaches our computers their products will never be purchased by us, I believe SPAM will diminish sharply. 

Anti SPAM laws would be impossible to police and prosecute.

Yes it can be beaten, but this will require a global enforcement with stiff penalties for those who flout the law. Any SPAM messages received should be returned to a central clearing account which can then trace the sender and impose severe financial fines no matter where or which country in the world the sender is from. 

TEXT of dialogue

PRESENTER
An American has been arrested under new laws to combat “SPAMMING”, or the sending of unwanted e-mails. Jeramy James from North Carolina has been charged with sending a 100,000 e-mails in a 30 day period offering penny stock investments, cheap loans, and software to erase records over the Internet. He has been charged in the state of Virginia through which half of the worlds internet traffic passes.

In Europe too, it’s only 24 hours or so since it has been illegal to send SPAM. I’ve been discussing the whole fight against SPAM, who’s winning it and who’s loosing it, with the American anti-SPAM campaigner Brian Zarni, who’s company Message Labs tries to screen SPAM and with e-mail Marketer Jason Goodwin from the UK.

First of all I asked Jason Goodwin – has he had any SPAM today? 

JASON 
I’ve been offered everything today, from cheap prescription drugs, quite a lot of porn and also a penus enlargement, but I was really hopping that it wasn’t my wife that had sent that one over. But quite honestly, they are the things that I have been offered today on pop-ups and there are two or three e-mails as well.

PRESENTER 
Okay then Brian, that sounds like very much the same sort of thing that goes on in America, yer?

BRIAN 
Oh yer, definitely.

PRESENTER
and Brian, in the states have you got eh any laws there which ban it?

BRIAN 
A new act has just gone before the President to be signed into law called “CAN SPAM” which is a piece of federal legislation that’ll supersede all of the State legislation so you can get to in force penalties to people who send SPAM

PRESENTER
can I just get one thing clear just before we go any further, Brian, I believe I am right in saying , correct me if I am wrong, in America it is going to be a question of Opting “OUT” of being on some SPAMMER’s list where as Jason I think I am right in saying in Europe it’s a question of you actually have to Opt “IN” which you’d have thought would be stricter?

BRIAN
Yer, that’s correct that’s a big difference between the two pieces of legislation. EU legislation is definitely more focused on a prior existing relationship

PRESENTER
 Jason, there is another point that occurs to me here. How on earth are they going to in force this with the SPAMMERS even in Europe where you know, you have to physically Opt IN? I mean, if they simply ignore it and drive a couch and horses through the rule book, how are they going to get hold of these people?

JASON
 I think the answer doesn’t necessarily lie in legislation and we can pick holes in US legislation and we can certainly pick holes in UK legislation which on the face of it appears to be stricter being an Opt IN approach but the reality is I mean, those pop-ups that I received today are not sent by legitimate ethical marketers they are sent by “Scaly wags” fundamentally and I really don’t think that  the £5000 “drop in the Ocean” fine which could be, because it’s not specified, it  could be for, what, 5 million e-mails, perhaps 50 million e-mails, where as in the US for example it’s £1000 dollars per illegal message, and if you take someone like Australia where the fines go up to 1.1 million dollars, Australian dollars a day, it really means that even if we could police it or we could police it properly in the UK that the fines really don’t act as a deterrent.

PRESENTER 
Brian do you think the much hirer level of fines in America then, have you seen cases where people have actually been caught yet? I mean, is it working, is it deterring people?

BRIAN
Well, I do think the US legislation is a bit stricter, goes a little bit further in terms of the penalties that can be assessed, specifically around falsifying or having misleading header information or hacking into somebody else’s computer because really you have the legitimate marketers and then you have the SPAMMERS who try to avoid detection through the anonymous sending of SPAM messages. They falsify the sender of the information, they use social engineering tactics to try to get you to open the mail once it actually gets through, and I think the US goes a little bit further in terms of the actual penalties themselves.

PRESENTER 
Jason if I can just press you on what effect these new rules have had. I mean, I have read reports in the papers here that the amount of SPAM going through the Internet hasn’t fallen off at all, you know, since the rules were passed, I mean, there was even slightly more SPAM at measured by I think  Message Labs

JASON 
My basic view of the legislation is that it is not going to work, fundamentally it is not going to work, it will not stop unscrupulous SPAMMERS from SPAMMING. What it will do is it will impose an overhead on businesses because they now have to actually maintain a database with an Opt IN flag for every individual that they want to communicate to and then they have to, because of the data protection act, they have to keep that flag up-to-date and regularly maintained so I mean it is really going to causes a problem for UK businesses and really not cause a problem for SPAMMERS

CAN SPAM

Mail boxes all around the world are getting clogged-up with offers of “Get Rich Quick” schemes, male potency pills, pornography and other dubious sales pictures. In fact, these so called SPAM e-mails now account for 60% of e-mail traffic. Now, four of the biggest internet providers are suing hundreds of on-line marketers under a new federal law banning mass e-mailing or SPAM.

“Borrow $1million”, “buy this potion and improve your love life”, “see my sexy pictures on-line” these are just some of the most common messages sent on the Internet to computers all over the world. No one asks to receive these e-mails, known as SPAM, yet they account for about half of all the e-mails sent on the Web. New software is one way of fighting off the junk, the other way is to use the law. In the United States several of the biggest Internet service providers are using new legislation to sue the SPAMMERS. AOL, Microsoft, Yahoo and Earthlinger are all involved. 

AOL’s general council Randolf Bow was in fighting mood when he announced the move.

“If you’re a SPAMMER watching this today this is not a great day for you. We’re standing here on this podium together and we’re working together to track you down. We’re going to sift through the fake identities, we’re going to track through the fake corporations, we’re going to find the compromise that counts and ultimately we’re going to locate you and sue you. 

And if you are a customer, an Internet user this is a good day for you.”

The firms are using new federal legislation known as CAN SPAM. These e-mail users are pleased that the suits are being filed .....

What you may not know, when you get SPAM e-mail is that the person who sent it to you is watching what you do. Read it, and you are likely to get many more similar messages. Buy something as a result and you’ll be in-undated. Laura Betterly is President of Data Resource Consulting a marketing company which is responsible for up to 10 million e-mails a-day. She says that she knows exactly who reads them. 

“we are able to segregate people who open up their e-mails, the people who have clicked through and of course if you follow that trail to be converted to a sale, you can do that.”

But she insists that Marketing E-mails aren’t all that bad;

“What happens is that all commercial e-mail gets a bad name, when that’s not necessarily the case. We have clients who have offered let’s say computers for less than $300 that were just very, very good products. Or, good travel offers and what not, and that actually fuels the economy and saves people money and then there’s also products and business of small entrepreneurs who don’t know if they have a market or not.”

SPAMMERS are good at hiding. Many of those named in the law suit haven’t even been identified.
Can Spam








